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About

« Bl Developer and data analyst (SQL Server, SAS, R, Python, C#, SAP SPSS)
15years experience with MSSQL Server S PARI

Business Services

15years experience data analysis and DM 1 & res

Working: Spar ICS Austria, Spar Slovenija

MVP MCT, MCPT, MCSE SQL Server @
- M tomazkastrun@gmail.com _

Y @tomaz_tsql %’;ﬂfﬂﬁe

® https://tomaztsgl.wordpress.com
Frequent community speaker at SQL and Microsoft events

Blogger, Avid Coffee drinker, Bicycle junkie
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https://tomaztsql.wordpress.com/

My VISA account
transaction overview

Moje kartice - arhiv prometa

Datum nakupa

Prodajno mesto

Znesek v originalni valuti

Znesek prometa v EUR

21.09.2016 WHO INTERNET 50,00
21.09.2016 WHO INTERNET 100,00
21.09.2016 WHO INTERNET 50,00
04.10.2016 WWW.ALIEXPRESS.COM 2,09 USD 1,88

Skupaj v breme: 201,88
Skupaj v dobro: 0,00

Za placilo: 201,88

Noticed on 18.10.2016 Zelim pregled prometa za kartico:

Visa 4106 6900 5046 4190 (Tomaz Kastrun) |~ :

]
Mesec: = 18.10.2016 IV
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Finding Patterns
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Fitting rignht values

L #budapestBl



Applying mathematics
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File the ,report”
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Nakuplistaritve viljune s sphetnimi transakeifami

1. Zgoraj novedone Irensakcle nisem opail jaz, il niser rikogar peablachl, da epravi nakup ramesls mena. Kartices nisem izqubil, ik mi ni bila

ukradens, ves a8 sen o imal pr sebd. arlico sam bakirsl dne_ 4 "f'ﬁ S
2, Ha zgural navedanem prodainem mesty sem aprevil ekl vibing < e, <
SPOMERa nakups v wising T nisem opravi faz. Kaice nisam lzgubdll, it mi ni ble uheedeng, ves Eas sem

joime! pr sebi,
3. Zgoea] navedens transakeilo sam na prodajnem mosi apravil samo erkis.

4, Frogajno meste je sprovedo polrdik o edobritvi Jkeedilni slip), vendar do danes za zgoraj amenjeni snesek moj kadica Se ni bils odobrena.
Prilagam dokaziio.

8, Progajno mesto je sprovedio potrdia o edabiyi (keadiin elip), vandar jo tia mojs kartica bremenjena rnamesto odobrena. Prilagam dokazile.

6. Moja kartica e bia cbremenjera zameseh vWinl . PERS -
Y priog? vem posil paladila o nakupu.
7. Bpoma ransakeijs & bia platana 2 drugem placinim sredstvam, in skier . Prilagam

dokazin, da sem zadewe poskidal na prodajpem mesis wedili sam. Lar dokazlio o placiy
8, Tpomj navedane ransakspe ne priznam, sajna tem prodajrem mesiu nisem opravi rakupa. One __.zem karlice prekliesd zarsdi
{usirezne obkrodiy a) krajs, b} ingubie, &) ziorabe, ) poneverbe.

Hotalske storilve

1. Holelsk o sem plzne 1 "
Priagam dokazilz, da sem zadeve puskusal i prodajisem mesta ureditl sam, tar dnlmzloonlatiu

2. Holelska fe2ervacijo sem Esn § preklical dra L wendar preklicne Sevilke nisem prejel. Prlagsm dolazdo. da

sam zadave poskital na prodajiem mests wedili sam, ler dokazlic o pledi.

3 Pri regervacii hobeka sem kol garencho 28 rezervacyo navadel Stewika kadice. O temn, da mi hotel zaratuna strodhe nodive za &n dan, &2 ne
adpevern rezervaciie, nisem bil obwesten, Prilagam dokazilo, da sem zadeve poskual na prodajnem mesh urediti sam. ter dakaziks o placi,

4. Mikoli aigem uporabil storiey v navedenam hotels, prav lako nisem opravil nobers holelske rezenatie,

Ohrmite!
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+ Eankamal mi delenega rnecka, zakalenega je bila bremen|ena moga kerce, o zelatal,

= Expladan o bil b delni 2 ek d didnatu v vising NEMESLD

2 koliorje bila moja karice wdibremerjana.
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Moje kartice - arhiv prometa

Datum nakupa Prodajno mesto Znesek v originalni valuti
21.09.2016 WHO INTERNET
21.09.2016 WHO INTERNET
21.09.2016 WHO INTERNET
04.10.2016 WWW.ALIEXPRESS.COM 2,09 USD

Zelim pregled prometa za kartico:

Visa 4106 6900 5046 4190 (Tomaz Kastrun) |v I

]
c: | 18.10.2016 V]

Znesek prometa v EUR

50,00

100,00

50,00

1,88
Skupaj v breme: 201,88
Skupaj v dobro: 0,00

Za placilo: 201,88

Patterns

Right values

Mathematics
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Finding what is ,strange”

o Strange” values can:
* Simply be out of context
* Do not comply with business rules
* Reject mathematical and/or statistical rules

* Methods for ,finding” values:
« Semi-graphical methods
 Uni-/Multi- variate statistical methods
* Machine learning methods
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Moje kartice - arhiv prometa
B U i ‘ d i n g ru ‘ e S Datum nakupa Prodajno mes to Znesek v originalni valuti Znesek prometa v EUR

21.09.2016 WHO INTERNET 50,00

21.09.2016 WHO INTERNET 100,00

21.09.2016 WHO INTERNET 20,00

o Statl Stl Ca | ru |eS 04.10.2016 WWW.ALIEXPRESS.COM 2,00 USD 1,88

* Skewness, Kurtosis, Mean, SD and
» Coefficients, Residuals, Loadings

 Procedural rules:
* Regjecting all ,strange”
« Con-sequential rejection
* Learning rules:
» AUC, precision
e Supervized learning methods
* Refining the models

Skupaj v breme: 201,88
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Moje kartice - arhiv prometa

R U ‘ e S eX a | I | p ‘ e Datum nakupa Prodajno mes to Znesek v originalni valuti Znesek prometa v EUR
| 21.09.2016 WHO INTERMNET 50,00

21.09.2016 WHO INTERNET 100,00

o Stat|St|Ca| 'y |eS 21.09.2016 WHO INTERNET 50,00
e Flg g it out O]C _|_/_ 3SD 04.10.2016 WWW.ALIEXPRESS.COM 2,00 USD 1.88

Skupaj v breme: 201,88

* Flag if spike is at the end of tall
* Flag if more than 3 transactions (>50€) occur within 5 minutes

e Procedural rules

* Flag all that come out of WHO INTERNET" point of Sales
* Flag it x MOD 70 = 0

» Flag if Ratio of Max and 2nd highest > x
* Learning rules
e Flagif (x |y & z) > 0.4256 AND (y & x) = WHO INTERNET”
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Stoping ,strange” values

* Qutliers are:
* Business-wise defined; with-in business there are many
* Have no definite answer
» Statistically/Mathematically it is not always that straightforward

e Start abritrary
* Check the data
» Mark the outlier|strangel|fraud
e Build a model based on rules and knowledge-base
* Learn from it
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Data prep’s

* Data preparing takes 50% of the time
* Problem with data is low presence of ,strange” data
» Sampling data (over or under sampling)

* SCD and RDBM issues (many to many, one to many
relations, SCD |, II, III)

« Common sense; Day of week, holidays, Time of the day,
Demographics, etc.
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Machine learning approaches

* Detecting ,strange” values with:
* GLM

* Naive bayes

« Random forest

* Neural Networks

* Other techniques:
* Density estimation
* Time series
e ... Others
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Measuring Efficiency and robustness

* Measure model efficiency:
o Lift Chart
* AUC
* Accuracy, Precision, Recall

* Fraud detection s always work in progress and never 100%
automated — remember: rules change, business change
and people ,frauding” you also learn (change)
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Key Take-aways

* [s a work in progress and constant learning cycle

« Combine statistical and mathematical methods for
detecting and preventing ,strange” observations

* Always refine the models and look for false positives
* Rules are business-wise different between each others

* No definite definition of what Fraud is and no dedicated
orogram.
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Q&A

@ http://tomaztsgl. wordpress.com

N tomaz.kastrun@gmail.com

, @iomaz_isal

Demo data and R Code:
https://github.com/tomaztk/Detecting outliers and fraud BBI2016 ﬁ /in/tomazisal

https://qithub.com/tomaztk
il
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https://github.com/tomaztk/Detecting_outliers_and_fraud_BBI2016

