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About
• BI Developer and data analyst (SQL Server, SAS, R, Python, C#, SAP, SPSS)

• 15years experience with MSSQL Server

• 15years experience data analysis and DM
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• tomaz.kastrun@gmail.com 

• @tomaz_tsql

https://tomaztsql.wordpress.com
• Frequent community speaker at SQL and Microsoft events
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Finding Patterns
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Fitting right values
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Applying mathematics
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File the „report“
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Patterns

Right values

Mathematics
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Finding what is „strange“
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• „Strange“ values can:
• Simply be out of context

• Do not comply with business rules

• Reject mathematical and/or statistical rules

• Methods for „finding“ values:
• Semi-graphical methods

• Uni-/Multi- variate statistical methods

• Machine learning methods



Building rules
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• Statistical rules:
• Skewness, Kurtosis, Mean, SD and many more
• Coefficients, Residuals, Loadings

• Procedural rules:
• Rejecting all „strange“
• Con-sequential rejection

• Learning rules:
• AUC, precision
• Supervized learning methods
• Refining the models



Rules example
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• Statistical rules
• Flag if out of +/-3SD
• Flag if spike is at the end of tail
• Flag if more than 3 transactions (>50€) occur within 5 minutes

• Procedural rules
• Flag all that come out of „WHO INTERNET“ point of Sales
• Flag if x MOD 10 = 0
• Flag if Ratio of Max and 2nd highest > x

• Learning rules
• Flag if (x | y & z ) > 0.4256 AND (y & x) = „WHO INTERNET“



Stoping „strange“ values
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• Outliers are:
• Business-wise defined; with-in business there are many

• Have no definite answer

• Statistically/Mathematically it is not always that straightforward

• Start abritrary
• Check the data

• Mark the outlier|strange|fraud

• Build a model based on rules and knowledge-base

• Learn from it



Data prep‘s
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• Data preparing takes 50% of the time

• Problem with data is low presence of „strange“ data

• Sampling data (over or under sampling)

• SCD and RDBM issues (many to many, one to many
relations, SCD I, II, III)

• Common sense; Day of week, holidays, Time of the day, 
Demographics, etc.



DEMO
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Machine learning approaches
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• Detecting „strange“ values with:
• GLM

• Naive bayes

• Random forest

• Neural Networks

• Other techniques:
• Density estimation

• Time series

• …. others



Measuring Efficiency and robustness
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• Measure model efficiency:
• Lift Chart

• AUC

• Accuracy, Precision, Recall

• Fraud detection is always work in progress and never 100% 
automated – remember: rules change, business change 
and people „frauding“ you also learn (change)



DEMO
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Key Take-aways

• Is a work in progress and constant learning cycle

• Combine statistical and mathematical methods for 
detecting and preventing „strange“ observations

• Always refine the models and look for false positives

• Rules are business-wise different between each others

• No definite definition of what Fraud is and no dedicated
program.
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Q&A
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Demo data and R Code:
https://github.com/tomaztk/Detecting_outliers_and_fraud_BBI2016

https://github.com/tomaztk/Detecting_outliers_and_fraud_BBI2016

